Alt =) Ctrl

AltCtrl FW Series

AC-FWO0514VP QUICK START GUIDE

Version: 1.0.101004
ReleaseDate: 2010/10/04

) eRaySecure



)
Alt Ctl’| AlItCtrl FW Series

AC-FW0514VP QUICK START GUIDE

A. Before you start

Please check the package content:

1. Main Unit : AC-FW0514VP
2. RJ45 Lan cable

3. Power Adaptor

4. User Manual (CD)

5. Quick Start Guide

6. Warranty Card

7. Wireless Antenna

B. Setup AC-FWO0514VP device before networking

1. Power the AC-FW0514VP device by power adaptor.

2. Connect WAN to the Internet and then connect LAN to your networking
devices.
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C. Configure your computer

% Windows XP configuration:

AltCtrl FW Series

1. Click “Start / Settings / Control Panel” (or “Start / Control Panel”) .
2. Click “Network and Internet Connections”.

3. Click "Network Connection”

4. Double-click “Local Area Connection”.

—- Local Area Connection 2 Status

General | Suppart

Caonnectian

Stabus:
Cruration:

Speed:

Achivity

Packets: a5

E__Erl:nperties | [ Dizable

Sent ;::87

Connected
00:19:45
100.0 Mbpz

Received

Cloze

5. Click the “Properties” button.
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-+ Local Area Connection 2 Properties

General |.-'-‘-.uthentin:ati-:|n Advanced

Connect using:

EE Realek RTLE1339 Family PCI Fast Et

Thiz connection uzes the following items:

g Client for Microgoft Metworks

.Q File and Printer Sharing for Microsoft Metwork s
.QE!DS Packet Scheduler

Intermet Pratocal [TCPAIR)

[ Inztall... ] Urinztall Properties

D ezcription

Tranzmizsion Contral Protocoldinternet Protacal. The default
wide area network. pratocol that provides communication
acrogs diverse interconnected netwarks.

Show icon in notification area when connected
Motify e when thiz connection haz limited or no connechivig

Ok ] [ Cancel

6. Ensure the box next to “Internet Protocol (TCP / IP)” is selected.

7. Click to highlight “Internet Protocol (TCP / IP)” and click the “Properties”
button.
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Internet Protocol (TCP/IP) Properties

Eeneral |

You can get IP sefttings azsigned automatically if vour network, supparts
thiz capahility. Othenwize, vou need ta azk paur netwark, administrator for
the appropriate [P zettings.

iy Obtain an IP address automatically
{®)illze the following IF address:

IP address: | 192.168. 1 . 150 |

Subnet mask: | 255295 . 255 . O |

Default gatewman: | ) ) ) |

%1 Uze the follawing DNS server addresses:
Prefered DMS server: | . . . |

Alternate DNS server: | ) ) ) |

[ Ok, H Cancel ]

8. Select “Use the following IP address™, and enter IP address: 192.168.1.150%,
Subnet mask: 255.255.255.0. Click OK twice to exit and save your settings.
(* You can enter 192.168.1.2 ~ 192.168.1.254 as long as there is no IP
confliction.)

9. You can also select “Obtain an IP address automatically” and click OK to
save your settings.
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% Windows Vista configuration:

1. Click “Start / Settings / Control Panel” (or “Start / Control Panel”) .
2. Click “Network and Internet”.

3. Click “Network and Sharing Center”.

4. Click “Manage network connections”.

5. Double-click “Local Area Connection”.

-%1”: Local Area Connection Status a ﬁ
General
Connection
IPw4 Connectivity: Internet
IPwa Connectivity: Local
Media State: Enabled
Duration: 00:16:05
Speed: 100.0 Mbps

Activity
Sent — k,! ——  Received I|
L
Bytes: |2,207 | 1,832,368
[ @Emperties ] ’ @Qisable ] ’ Diagnose ]

6. Click the “Properties’ button.
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i . -
E'J,'] Local Area Connection Properties

=

Metworking | Sharing

Connect using:

This connection uses the following tems:

I-.-? Reattek RTLE139/81 (ke Family Fast Ethemet NIC #2

"8 Cligrtt for Microsoft Networks
3Bl 005 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks
i [ntemet Protocal Version & (TCP/IPvE)

"W |temet Protocol Version 4 (TCP/IPwd)

<. |ink-Layer Topology Discovery Mapper 140 Driver

<. |ink-Layer Topology Discovery Responder I
[ Install .. ] Uninstall Froperties ]
Description

Transmigsion Cantrol Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected netwarks.

| | canesl

AltCtrl FW Series

7. Ensure the box next to “Internet Protocol Version 4 (TCP / IP v4) is

selected.

8. Click to highlight “Internet Protocol Version 4 (TCP / IP v4)” and click the

“Properties” button.
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r .
4nternet Protocol Version 4 (TCP/TPvd) Properties o |-

General

You can get IP settings assigned automatically if vour network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(") Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 .168 . 1 .150
Subnet mask: 955 . 255 . 255 . O I
Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[ Ok, ][ Cancel ]

9. Select “Use the following IP address™, and enter IP address: 192.168.1.150%,
Subnet mask: 255.255.255.0. Click OK twice to exit and save your settings.
(* You can enter 192.168.1.2 ~ 192.168.1.254 as long as there is no IP
confliction.)

10. You can also select “Obtain an IP address automatically” and click OK to
save your settings.
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% Windows 7 configuration:

1. Click “Start / Settings / Control Panel” (or “Start / Control Panel”) .
2. Click “Network and Internet”.

3. Click “Network and Sharing Center”.

4. Click “Change adapter settings”.

5. Double-click “Local Area Connection”.

;'3: Local &rea Connection Status Send Feedback @
General
Connection
IPw4 Connectivity: Internet
IPvE Connectivity: Limited
Media State: Enabled
Duration: 01:35:19
Speed: 100.0 Mbps

Activity
Sent k! Received
—_
=4
Bytes: 7,906 29,537
[ IS}lﬁrlr:q:uarijles ] [ @Qisabha ] [ Diagnose ]

Close

6. Click the “Properties” button.
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e '\

. Local Area Connection Properties Send Feedback

Metworking |

Connect using:
&¥ Realtek RTLB139/810x Family Fast Ethemet NIC

This connection uses the following tems:

" Cliert for Microsoft Networks

=1 005 Packet Scheduler

.@ File and Printer Sharing for Microsoft Metworks

<. Intemet Protocol Version 6 (TCP/IPvE)

B ntemet Protocol Version 4 (TCP/IPvd)

<& Link-Layer Topology Discoveny Mapper /0 Driver
i Link-Layer Topology Discoveny Responder

[ Install... ] Uninstall Properties

Description

Transmigsion Contral Protocol/Intemet Protocal. The default
wide area netwark protocol that provides communication
across diverse interconnected netwarks.

oK || Caneel

7. Ensure the box next to “Internet Protocol Version 4 (TCP / IPv4)” is
selected.

8. Click to highlight “Internet Protocol Version 4 (TCP / IPv4)” and click the
“Properties” button.
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Internet Protocol Version 4 (TCP/IPwd) Properties @

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(7 Obtain an IP address automatically
(@) Uge the following IP address:

IP address: 192 . 168 . 1 . 150
Subnet mask: 255,255 .255. O
Default gateway:

Ohtsin MR raar sAAr =1 1 Bl
Lbtain DNs server agdress automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | .

Alternate DMNS server:

Validate settings, if changed, upon exit

[ OK, ][ Cancel ]

9. Select “Use the following IP address”, and enter IP address: 192.168.1.150%,
Subnet mask: 255.255.255.0. Click OK twice to exit and save your settings.

(* You can enter 192.168.1.2 ~ 192.168.1.254 as long as there is no IP
confliction. )

10. You can also select “Obtain an IP address automatically” and click OK to
save your settings.
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D. Log in AC-FW0514VP

This section will show you how to configure AC-FWO0514VP by using the web-
based configuration utility. Please be noted that the best supporting browsers are

IE7, IE8 and Firefox 3.x. (IE6 and Firefox 2.x are not supported).

1. To access the configuration utility, open a web browser and enter:
http://192.168.1.1 (or: 192.168.1.1)

<% about:blank - Microsoft Internet Explorer

File Edit Yiew Fawvaribtes Tools Help

Qaack - L,J o u |§| ,'_:j | J}.__) Search %i{‘ Faworites @| L* :?, E ‘3

Address 192,168.1.1

Once the log in page successfully appeared, please continue to enter
username and password. For the first time, please select your language.
Username: admin
Password: 123456

Alt ~) Ctrl

Please enter your username and

password.

Usemame:
Password: ERETE I

[Login [l Reset.
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http://192.168.1.1/
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E. Confirm Security Functions are Enabled

AltCtrl AC-FW0514VP™

AltCtrl FW Series

* System / Overview

[F]system Information

Active Connection 44

Memory 61608 kB
Firmware Version 1145707

[]security Service Status

Anti Virus

Zip file Scan
Web Guard
URL Filter
Log Active

= URL Filter
i Signature Update

Log and Report

F. Start “Network Config Wizard”

1.You can click the " Network Config Wizard" to start Wizard with five steps.

2. Step 1/5 : Choose “Network Mode”.

You can choose “Router Mode” or “Bridge Mode”.

* Wizard / Matworl:
& Step 176 © Metwork Mode

Router Mode
FPublic Internat
Metwork Mode \ ‘
® Router Mode - F "
(A | Switch
B - -

Reset | Back || Nemt || Done |
Router Mode

) eRaySecure

> WWizard / Network
s Step 1/5 : Network Mode
Bridge Mode
Public Internat
o ssusg) Firewall

Matwark Mode
 Router Mode e P .
i A | sesssuss| Switch
= Endge Mode - Te—

= - =

Reset | | Back | [ Nest | [Done |

Bridge Mode
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3. Step 2/5 : WAN/Bridge IP Configuration :
In "Router Mode",you can select “DHCP”, “Static” or “PPPoe”
for the WAN IP.
In "Bridge Mode",you can select “DHCP”or “Static” for the

= Wizard / MNetwork = Wizard / Network
=2 Step 2/5 : WAN Configuration : =i Step 2/5 : Bridge IP :
WAN Configuration : © DHCP @ Static © PPPoe Bridge IP: © DHCP @ Static
=IP Address ==|P Address
IP Address: 192.168.2.1 IP Address: 192.168.2.1
Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
Gateway: 192.168.2.254 Gatewiay: 192.168.2.254
=2DNS Server Configuration ==DNS Server Configuration
I¥ Static DNS Server [¥ Static DNS Server
Primary 168.95.1.1 Primary 168.95.1.1
Secondary Secondary
Reset | Back | MNext | Done | Done |
Router Mode Bridge Mode

4. Step 3/5 : LAN/Management IP Configuration:
In "Router Mode",you can“Enable DHCP Server” for the LAN.
In "Bridge Mode",you can access AC-FWO0514VP with
“Management IP” even in the “DHCP” client for the WAN.

= Wizard / Metwork

5=Step 3/5 : LAN Configuration:

IP Address: [to2.168.1.1
Subnet Mask:  [255.255.255.0

= Wizard £ MNetwork

5\DHCP Server

== Step 3/5 : Management IP:

[/ Enable DHCP Server

Start IP address: 192.168.1.[10 IP Address:  [192.168.1.1
Number of IP address: [ (1~240) Subnet Mask: [255.255.255.0

Reset | Back | Next | Done |

Reset | Back | Next:| Done |

Router Mode Bridge Mode
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5. Step 4/5 : Wireless Configuration:

AltCtrl FW Series

= Wizard / Network

_.fgstep 4/5 : WirelessConfiguration:

[ Enable Wireless
551D

|ac-Fl

We highly recommend you to change the wireless security settings.

You can go to the main menu ‘Network Settings’ and
change the wireless network security settings.

Reszet | Back | Nezxt | Done |

6. Step 5/5 : Summery

= Wizard / Metwork

i Step 5/5 : Summery

Metwork Mode:

Router Mode

Subnet Mask

WAN

WAN IP Setting Static

IP Address 192.168.2.1
Subnet Mask 2552552550
Gateway 192 168.2 254
Static DNS Server Yes

Frimary 168.95.1.1
Secondary

LAN

IP Address 192.168.1.1

2552552550

Start IP address

Enable DHCP Server  Yes

192.168.1.10

Mumber of IP address 5

= Wizard / Metwork

i Step 5/5 : Summery

Metwork Mode:

Bridge Mode

Bridge Mode IP
WAN P Setting
IF Address
Subnet Mask
Gateway

Static DNS Server

Frimary
Secondary

Static
192.168.2 1
2552552550
192168 2 254
Yes
168.95.1.1

Management IP
IP Address
Subnet Mask

192.168.1.1
255.255.255.0

Enable Wireless Yes Enable Wireless Yes
Wireless SSID: AC-FW Wireless SSID: AC-FW
Reset | Back | Hextt | Done | Reset | Back | Hiexii | Done |

Router Mode

Bridge Mode

G. Logout and Start Using AC-FW0514VP
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